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3 vMware BiE{EHiARI

VMware %531k E FIERE HER 945 NBD. NBDSSL. SAN. HotAdd. NAS. HTTP. Hi&N-tfh, 754
2, FEMKNGED RS, FiERS e, &AL BIRULFLZ RIS, AN VMware #3E(E5
BTN,

3.1 NBD & NBDSSL & ik

IR E R EEET LAN P28 WM GRS N, BMAE0 ENRAGFERS S, SR E#H SSL
i (NBDSSL), —MO&EMH THBHMI, 1P MLEess—, Er- B, FREREERA MM VMware R
FRLHTEBURR, &0 BV RIGHE, rhEd Pl

« B ENS IR & LA EIRSS S B AR —ala (Fih—Al.
« B ENLERBAE S E O IRSS e FIF AR SS 4s M ESAHIERY Linux Alds b, Linux #lds AT DUZYIEALEUE DL,

LAN

<“““““.

Backup storage
Backup host sgrver 9

(The backup host and backup storage server
can reside on the same host)

3.2 SAN BUEIE K

SAN HEMEHRAT, &0 FHIEKAEET SAN (FC/iSCSD) EfEBUEIINIIER 7 if, SHNEIRERE
i3 LAN Mg a0 VLA MBI S a5 &0 BHLS (AR5 aR A — & EHUN RS2 LAN-free %17,
1.

BRI
o RN E R EEETZ %2 1 LUN MR, 8 FCASCSI HEHR & M, & BN EBREE )
HIE, mATEE@ELT LAN,
2. B FENLEE:
o BN GROTEMEIRSS 2SFE— A8, ¥ VMware 3B #%1E1d FC/iSCSI HEH RIS M 7RSS 35,
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o 50 VMware U7 i#ifId FC/ASCST HEEIHNZ N —aMLa 2 4 & £,

SAN
LAN
< b 1M
TTT T ' BN EEEEEEE
' ' EEEEEEEEEE

VMware | Backup host

(The backup host and backup storage

server can

Backup storage
server

reside on the same host)

SAN
Backup data stream ----- + Restore data stream ----- + Storage data stream----- >
I ANE R A TR E IR TR O A YRS R G BRI S R, A 2 BRI LR L5,

(7 R 80 1 B AR SRR IR L T 25 40 R I XU

ERE B X (/etc/default/dbackup3-agent) B N (export VMWAR
~VMWARE_SAN_ALLOW=" g & E ") #ITREFNRABZEEKE, R

RE. HER agent REWTUEEREMEN L agent.log ERHEHABRIEEEE.

E_SAN_DENY=" & & K& "0
FRHEEFER agentl

3.3 HotAdd EaiEHikizX

En EHH BT EE I ESXi RS 2B MNERWLH, &0 FIH ESXi 9 SCSI HotAdd FriK i SN L

SHEESDTILE, BIENSHIIRAGFEIRSS S, S0 EHMEZEK:

o T EDLZILAE VMware HERINLH, HZEA SCSIiZfilds, HotAdd HiEEMHAEA AR & MmIRE

IDE RAIRGEE

o ERMIKER BRI EVLHTE R — VMware BdEH LA, AT HotAdd &fny, HICHEA ESXi £

LR ft—& HotAdd &) .
B ENLATE ESXi Server £ JRENS 15 A & 17y B REIN LT B 7 iF

3. VMware &Rl
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LAN |

Backup host i

(VMware VM) I
=TT |

e ——— I
 E—— EEEEEEENEN |
““““ ! I

¥ |

' Backup storage |

E | server l

L il |
Backup data stream ----- > Restore data stream ----- > :

FUE: W REOINEREETE 5 S R021T, AP DUE ke EVUECE ARG IR R N8 T &
PRI, BRI
1. YmiBE & ENLIELE S (Jetc/opt/scutech/dbackup3/agent/jsonrpc.d/backup.vmware.conf) 1£ X
ErPERE] -clean 24, FHHRAETR RIAETEEN B FIFE. BIARIESY 60 728, BH/NEIEN 5 708,
2. BUGERNE, B AN e B 50 FHLAY agent ARSS DA B SAL:

/etc/init.d/dbackup3-agent restart }

3.4 NAS BuEf&is

NAS #iafeh s, &I ER i E ORI, KELWLIEMRR NFS BdEFiERES T
PUAM, &G M#H VDDK B BEBUBN ARSI,

1. EHR:

 RERWLIATERHR B0 NFS BilEfe i, NAS BdRmEscRis e,

o HEEMDNELNIEFMERE BAS AT 2TB AR, KICEEH NAS BUREHHREA &0,
2. win EALERE

« B ENLRENS VTN NFS BdEA7 %R NFS IR554%, [FIRFR&HE NFS BE7iEH S H A pUR,

3.4. NAS FifE it 7
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i VMware /| Backup host

! ' | (The backup host and backup storage
i | server can reside on the same host)

Backup storage
server

NAS

3.5 HTTP ¥af&imizX

VMware P T3 ES brifE RESTEul 4% HWEHE A N ECCIFRISORE, BBt RESTful 4% HA] A REARI

vmdk BT R
1. &R

* &40 ARM V55 3A VDDK YA, ] RESTful 211, E#EFH vmdk XIF&7.

2. &P ENLERE:
« HTTP &4t T, #&TNr 2% NBD &,

3.6 HiEp&HmBi

Rt B IE R AR AR U] LTS T R 77 UL et p. AR A)IE NAS fRhisX, MR CBOAHRE & L

HTTP A SRy B,
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ATNEIATEMIRE Z R0, S0 ENAA B2, FEEaE RS 8.

4.1 BIEIHEEE
INEFEBRHIRUNT, BEZAIFEERIASD TNIRERSERETIIEREN,

R 1 i EHIAERE

BIERS CPU 42ty XHF

Ubuntu 16.04 x86_64/aarch64 Yes
Ubuntu 18.04 x86_64/aarch64 Yes
Ubuntu 20.04 x86_64/aarch64 Yes

Ubuntu 22.04 x86_64/aarch64 Yes

CentOS 7.4 x86_64 Yes
CentOS 7.6 x86_64 Yes
CentOS 7.9 X86_64 Yes
CentOS 8.5 x86_64 Yes
Red Hat 7.6 x86_64 Yes
Red Hat 7.9 X86_64 Yes
Red Hat 8.2 x86_64 Yes
Red Hat 8.6 x86_64 Yes
Red Hat 9.0 X86_64 Yes

Kylin V10 SP3  x86_64/aarch64 Yes

4.2 RHACH

FRELR AR Z2 R, ST

1. fELRZ3E: A ZH A curl B wget M2 7E Linux FHL 222N,

2. Az 5% (REZEERFEm) PRARMIZEERT T,

TR FRUR ) BN -

1. FIFNE RS, DB PR R B SR AR SS 25

2. miih OBEIR] > [Z228R8R), N [LfCrim] Taim,

3. A411ERE [Linux], #HU%ERE [VMware], s UERR, #01%28Em4S, KR curl fl wget %23,
4. TG ENNGRAT, MamSItEE, PiTieds,
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4.3 VDDK JEiC B

VMware Fk HTTP # Z2 SNIFTA R (0 1 2 2R &5 00 EALE#E VDDK %, VDDK {5 x86_64
AR ML, TEHIRUN N RENN:

1. ¥ vddk.x86_64.tar.gz L4t HEE &M M, FHES] Jopt/scutech/dbackup3/ H®% K, @LulR:

[tar -zxvf vddk.x86_64.tar.gz -C /opt/scutech/dbackup3/

2. QUEEMAIREENI A, AT DOERE B 3ETiEEE VDDK iRA, WREH H5), MERAREE vSphere
hiRA H 33445 VDDK kAR,
* VDDK:
- 6.0
- 6.5
- 6.7
-70
- 8.0

B G, BHEERENRSSs, [(BIR] YIRA & EHERHIL

10 4. #FhrEVIECE
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& ENLERE PR S, FRERATES N TN, GRS 0 BV EERZ, n U TR
G SEIEEZ
1. FTF%Eds, DUEH R RE RS 4.
2. e (W], FHPIRPIESETEREOT, sd GEM.
3. fESHIAY (BUE)] A INERRE, <dr R3] BUERIER,
4. il (] &, DN RIETIRAUA R ASRE, ~d GR2R] BB A4,

11



VMware {7 PR 6

12 5. WIGAIER



6 VMware &L

6.1 [ vMware

1. S eSS CEIE] > ], %8 B VMware vCenter 5% ESXi],
2. FHZN VMware vCenter 3% ESXi XJIEHE, MI\BERMAWNTSE, Sd [ER].
o [&FR): BRI BIE XAR,
o [HMbk]: %A VMware FHLHY IP Hitiksi# vCenter Server Y IP ka3,
o [SSL) / i0): BRIAGEF SSL 2242, 443 v 1M
o [HFP4]): #NE% VMware RS 831 H 4,
o [ZBRE): #a A\ Bt VMware RSS-S0 K 6 R 38 G
o [BrFEN]: EBELBISAIE D TV,
o AT BN TRIWIED: HA A0 TN, XBREE TV AFHITEMIKE BEWIEE, 2l
FRIETE BRI AERE I TIAEE, BRNEEBEN 16 6, BvINEEREN 16, BRAIEEEN 256
2
=

3. VMware #EHLI RIS, AT DASHHIEFBAETRIE, BUSTRINE VMware H 4 ERZHBH P4,

6.2 B VMware

VMware dEHOEINE, AIMEA [BRR] DU TE . fas:

o [BH]: HFEBEK VMware B TFEERNAIRE, SEERULEER UBek] 28, fE3EEK
VMware A iGHEH B,

o [RE]: YBRULFEENEIME R RAESCER, ] ARG B EER OLE] #45, B N3EE VvMware
MIGNEEFERE, FEHITEMIRE S,

o [UEfEffERE]: Arf vCenter WIRE/RIZI, (KT 7.0 AR vCenter FPATA ESXi A HF22EMH A,

o (8] BHAEEMEHLE VMware, &I AR IMEER (8] #4258, MERZERUFES,

o UhR%5): ATDAZATRIEARIN B E X HIFRIC,

13
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7 &b

AN VMware SR He 2, WESM, REM RS0 =MEMINE0EE, Rtz EREtEHR
BRI aRlEN,

« ERED

F O EEA RN _E AR AL B X — AR _E P eSO A R AL B S AR TR — 58
N

« HEED

masnETreeshilE, &ht-Rehs (BExesh. BEsh, RPWMESN), gLzl
IR AT BC B S 1

« R RSN

AR REMETEeEmtlE, & L —RIZER&E0E LMK FEREMEE S,

« AN
BRGREMELZEeED, REBUIOME RN, BEIGHEEN, SEfresir5hsH &0 Ea mRE—

e, LRI nEIA, GN&EDEENTR&ERMERE, ErT0EE “RINKE" BRI SRS H
Pl JCTREANPIERFE UL 5 RS2 = 7 i S R

7.1 &F0RNE

Rt 7 Mt kl, SZEL —IRC FEh BN BR BE. 8H,

o SEED: MRl RIE S RT

o U RSN AT — IR

. Fal: (RO TS AT,

o N s LA LE L AT AL AT AR NS 43 0 O o A
o R L DU R RO R R N I B

o I (Rl DR A R R ) 3 2

« 1A RILEREE H ORI S AT

X H P BSEPRIE ORI TR R, IRESEAE RN, W, HEEH PRI  R

1. ety SRENAVIRER/NIRE (BIEEAR) BT —kEesty, DiREEZEDH —PalikER
I R] 5o

2. WEw: BREVSSMEY (BIUZRR 02:00) AT —RIGERD, ATDUELF & S AR a5 Oy I A
TRUERERE /DA — AR E RIS TR

3. RRUEEED: MESMHHR, Win—REREESED WEH=), BdRRENAFRE & mNRIL—
RERM RSN, (REBRTRE R,

A BEH SR AR, R A DA & 0 SR
BEED: BRITREWE&ED, RESFRA AR IR R,

7.2 UG Z i

1. WA

(1) PARAE R PR RS ds.

15
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(2) e (B, TAHFIRATE W E BTSN BENIF VMware EEUET-6, HERESIRES, R
AR, KREBISHRRE,

2. fEiftAR
(1) PARfE R P8R RS ds.

(2) ke (ffit), EBROCHAEFEM, WRAEFME, BHREH R AR EIF D IRRS
BAEHF

7.3 AR E

1. fERRE R (&), 18 VMware %iE, sidi [F—%),
2. RESMEUMENNE,
(1) ERA] EEseesh, MEsh, BRI EShmE K&,

(2) sidi (@], FEHRINEAEXNIEHE, AT DB i AN PR THER SR GXR

KA, AR, EENL R, USSR, RIRITRIMLT 6, AiETREE D IRELWL,
i (#2521,

B : (A Ctrl 863 Shift 23k, Rl EEENE MR, A% Crrl 83 Shift #IF B iz mid
ARG — TR, RIUR HENERER DT RZ FBIATE N,

(3) WEATERFMNE, FTPMRERELWLIAIRFE NS HIELNL. M ATRE, sd (F—%]
3. 1k (st Hb], BUURYE VMware 8GRI, BN M AR T SRt BIbnE 7 g, E
fefigith, WL, X RAFAEIRSE,
4. &% (FhitR], 25&0EE. &df (F—$1
o R CSZRD, PELATEIERALT.
o R XY, REELAITFHIRREL
3R T, fEeTEERTFE R E LT,

o JEEE RPN, RETTAAI RIASE RN, TR R — RN TRIR RS, f A AT B
E1 1511 I X VAT iz 2 N N

o PR BRT, REMELRITER R, BACELPITRIR RER, SR,

o R FET, REFRITIENEL, BAELPITRR RIERE, SBAO8E, FEsE— RN EARITH
H o

« R FHT, BEELRITEN A, EEEHITRA 0. e ARNERA, 88 A EIEERRH .
5. RE [#rikni], WiSEMEIM&EIER, SEatnki, [d (F—%).
(1) HRLED

7. &b
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E% RIE v

HiTEHEMNE 8

B EREETTH <= 1
BEPESRFATSRNTTLEY,. RETSAH2SEENN 0 SHETSE. BEERR.

HESEES O NBD v
VDDK 34 @ =k v
EECBT®
= CBT(® (]
T EHEHREER BHEESRAN | 84 KB ~ @

|
B AT EEAERE.

sptmEsROM @
H#EO L aanTrseEss.

(2) wgiEm

7.3. Bl 17
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B EERE

HRERERE

[{EE )= gpid s

PREIE IR

i

0 HiTHEETEMEE (FxX UTC+08:00)

0 MiB/s + @ EEE  00:00 - 00:00 @
+
0 HITHEEFENEE (FE UTC+08:00)

0 MiB/s v @ EfEE  00:00 - 00:00 @

R FHARTER,

B R AR R R

6. IRE (4], HREMLGEEREER, mfi [BER].

7. RAEIE, BBEEEIEL T, &

7.4 0%

pliil =gV Al

o HRED

R 2 FOrEMIET

AT DO PRI TIT G, gmtE, Tal. MHFRSEEHIRIE,

gl Tipay BRI 35
Ji PONE PR, & Oy BURAE IR B4 e TR, 488 & 0

i), fEmEmReR, TEEhEE,
HATEMEOWIE | BN 8, REFENSEMIEMNIEE, EIORESKT CPU #

D, BT ERCRTE A,
BB EIFT | BMEERZ IR TCEE, BANED 1.
#
EVEIT IS TSR0 A & 1y BN A7 LR AR,

R

18 7. &
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F2-#EmW
T P R i1l P4 154 A
VDDK kA QRS MK EENIIFEF, &n] DOESE B 3 eig € VDDK
AR, EIEFERIRCN HTTP B, RERIZI,
J& H CBT NG, S5 H CBT ERWLA GEMUNG &0y, DANEFRARIRA
FERMEINE (40 ESXi 5.X) MIEREWES Y. £ AR
AAVFREIWIF S CBT Mrag, WEGE U8 CBT] Ak, HA
JEH CBT m]GEHFRA 03 A R, 1 B & JE S R 1E XU,
EH CBT SERE M Z A E B RN CBT hiE, BRIWL CBT A R X
K, SRUE &  ENLTCIEIRBU= 4= 2R B I I T 52 i 1 B 7%
3, EHE CBT A] AR CBT L% A1,
INEMEREIEL | FOESEIR, (NS EIIEEE 2EE A EdEEL,
B REHEE RN ZSHUEM T VDDK >= 6.7 H ESXi >= 6.0, @it #hnsk /N
A DA#EIR B s, (B mamsh I EdE,
B FEE AN | BONANE, RSO BRI R A SO 5, HESRFE%
Wi Wlsk i anE (i< E L],
FHOYYIHHA RDM | SZH& 0 BRI Y B RDM #i%, B R Fah el vl m 4) ik
Wi (O A R IHL]
HO AR | BOARANE, ANEIXNETUE T BRI A RES 1 I TE
e SN A)NE, PARERITLS I IERIB T,
R 2 25 | AR RIVLOE IR 2 A, TR L H S DR E T R
i Bk &5 4 SRR E K,
B A5 A]E AT S A sl AR S5 v EE A, IR BRACRENRE MR, BMEE | & BT IERE
EARHmIEITEMR, (UL —SUER RS A, EBIRS | &t h & i i
s EE I, SO BRI E ARG eS, FRlITEM, vk etE | BUXIEDL

AbPHEE R RN (D OB R ag s ) THARRERS A T 5
TR, ENTEE RSB B & FHEELIER DR T
JFFI A 5 v 6

o YR

* 3 FrEPOEm

WLk e % 1EV B RN 28 & A Sl B AL SR ks T, S23F 1~60,
ISP
R il (5 i ok Ao I B RR il B R L s, BAf7 M KiB/s. MiB/s 8¢ GiB/s.
R il £ 173 T A] o3I B PR IR ALI0HE . B8 KiB/s. MiB/s 8¢ GiB/s.
ATE &M VENVITFRARTA A, X808 KRS A B R AT, 7ENLEE AR
RIRAS.
5 RTL
7.4. FEUrIEW 19
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®3- LW

il ik

HiE/E EA AT EMATE R IG5 IR TIRE AT A, o B MARTE B IR
TR E fa Ve o

NBD(SSL) &% 4657 {#i /] NBD = NBDSSL #a (Lt > F7i% E zlib., fastlz, skipz
BRTCESE, ARG R IR RE S BN R SRR,

VDDK B MIX %'E VDDK SRR RAI R/, ERIAN 1 MiB, IER[I%E 64
KiB. 128 KiB. ... 64 MiB,

VDDK &4 H &40 Al EMZAA Panic, Error, Warning, Audit, Info, Verbose,
Trivia.BhiA Audit 2251 DA_E# VDDK &% H & ,3TENE] agent.log,

NFC #1F H &9 AR EMZAA Quiet, Error, Warning, Info. Debug, ZKIA
NBD/NBDSSL %4 & 53X Error 4¢3/ PA_ £ NFC (network
file copy) #{EH&, FTENZ] agentlog,

SIS AR E EE, R, @i, BOANED, IeikEolatsER
i, RUESF RGOSR — 30, 8 RO B IR TEE@ P,

HiFH ALE IR B IR Oy B TRIRRA 75 13 22 W RE DA LE B B EE IR
&, YFEILEVNTETEHRK, ~2EaER,

20 7. &t



EERRRK, ARG A VMware f9MEE 775, 1045
. LIS

HRELWLULZ LIRS, ATDOEE URWUIRE] IREEL. SRS Rit, BSERMLHO, BEENIRE, F3X
IR AR BT 2 KR

© R IRE

A RELAT R B A AR IR, lEId UREAUIbUEEL] TR B A 2 FARREANL, SR B A s CAAE
BB R A

o BRI E
FHERE vmmx, vimdk GEASH). nvram #1 dsd SXHFEE VMware $EEEEMS O EVIAHE %,
o AR E

R R S5 2 b B REAUIN L o5 SRl I 4 207 sUSEBL POE IR S, RIS BAIREEEE T, BRIRIHAE D, T
2 A ARG AR e & A SR ) Al TSR A e

o PUEERR

R I AN LA T A RBIZE NN, OOCR S A 1 5.

« BPHLSAFIRE

SKFHRE BRI SRR FHER T, (CRa s,

8.1 Hife&fE

1. BT — R IIE e, HESH SR,
2. GRBIRE FIHAMEUML AL, FRERZESO TN E BIEREAUELICHO,

Wi BRERWULAOMRER, SCRMERRMGREBWLRIREERA RS, th3ZRr BbR ESXI/ESX EABIARIBELE
FRAMKE . WS EAR ESXI/ESX ENURARIR, ASHFE RN FRRARS, WRErRESRM, AIEMRE
TETH R B RESDULAR AR, 383 H AR ESXI/ESX M55 as BOABIREFRRA MK E HE LI

NP RISEPRFRIBEEE MR 70, THA: BEWUKE. BOWIEIRE . EEWICHRE, R
KRR, PORER, &I RE,

8.2 G ERIPLIKE /L

ORI E VRV BRAN T -
1. kR (K] e, BEAMRSIEOTER M, EFEREREN VMware 51H, di (F—$1.

2. WRERAES UBOHIRE], RENEAZE B, i, 7Bk, ZPUR0T, el BERERRIESH AR
N FREEE L UUID A THEE TR CaRicity &), ERHREMENELWINEL, md (P2,
3. e (RE B, BONEREREIMEHL, WSk R AL,
4. i (REHRN), CCHRZRL, —OMFahRE TR,
5. R (REIEM], BBURIEVMware BHa&HMX, &N NS T, RERE R,
« FERRIRE

21
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YANEIREARIRE R, EHFEELWINAE I TERRE . CREELMNET, BN N RECE,
o HTEBRIRIKE
MENEFTRSARKE N, BB R E T IR B IR E R, TEIRTE ENLEE A AL BT,
(1) BEREFN
o MBI (A EPVERE) WEZ)E, HEAET/ERE R,
GRS S EH/ERE]: Ak &kidsk, N2 aRRWILEHERNE VSR,
o RERBIBEMCER, AEEREFN, Sf [BRR] ZERiLE,
(2) BEREM/vApp
o BOAKERWLIR S 2058 EVLATE TR F o, sy (Bt vApp)] F7RyF B, S8
BRI,
(R E IR /vApp): ANk &Kidsk, W2 & BRI E A R 3 IR,
o HEEMRGEIR, Sd 3R] FERES,
(3) BB FI SR
o BN E 2IEAE UL B F S0 9,
o BEGHTE INLA AR
GEEK, A FERWI4] FAEm, s EGATUE, BRIKRENERNLAG, tdid o e g
FEEATHES, M (R, ZEiRE,
(itEEmA]): AEZEILTE, N2 BERWINAIRA—AIE RIS/ S8 a4,
o BRI SR
GEEN, mifi k] WE. fEHAERE, #REREIT, EFEuk, At RR], R E,
(LRI ESCER]): A2 0%, N2 B RWLIE EME R RS,
(4) BRI
o BROIAERRE EHLATE MR F i,
o WE [BuEAEE]
GEEN, AHAE, MUERIEEAEE, REREBdEREME, Ad BRR], TREE,
GRS EBIEFEE]: IR 5005%, MBS B A R IR 17,
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[SE= 179 2010 ASEQ3OE

[

API Key
d90ef410fb108201013101521287779
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3. VDDK A 3Z#HF ARM ZEH4,
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